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Abstract—Security checking can be improved by
watermarking identity (ID) images printed on smart cards
plastic supports. The major challenge is resistance to attacks:
printing the images on the plastic cards, durability and other
attacks then scanning the image from the plastic card. In this
work, a robust watermarking technique is presented in this
context. It is composed of three main mechanisms. The first is a
watermarking algorithm based on the Fourier transform to
cope with global geometric distortions. The second comprises a
filter that reduces image blurring. The third attenuates color
degradations. Experiments on 400 ID images show that the
Wiener filter strongly improves the detection rate and
outperforms competitive algorithms (blind deconvolution and
unsharp filter). Color corrections also enhance the
watermarking score. The whole scheme has a high efficiency
and a low computational cost. It makes it compatible with the
desired industrial constraints, i.e. the watermark is to be
invisible, the error rate must be lower than 1%, and the
detection of the mark should be fast and simple for the user.
Index Terms—Fourier transform, printing, scanning, smart
cards, watermarking.

I. INTRODUCTION
Watermarking is considered as a rather young discipline
that complements steganography and cryptography [1].
Watermarking can secure a medium such as a sound, an
image, or a video. Concerning images, watermarking is
achieved by inserting a permanent watermark in the image
without any visible alteration. The key elements of image
watermarking schemes are imperceptibility (humans cannot
distinguish the difference between a watermarked and a
non-watermarked image), robustness to attacks (ability to
remain detectable when attacked), and finally capacity
(amount of information that can be stored).
The choice of a watermarking scheme depends on its
usage scenario. There is no ideal solution able to match all
requirements with 100% efficiency while being fast, secure,
imperceptible and robust. Several watermarking schemes
have been proposed in the literature such as spatial methods
[2], discrete cosine transform [3], discrete Fourier transform
[4], discrete wavelets transform [5], and the content based
method [6]. Spread spectrum is probably the oldest and most
popular technique to embed the watermark [7]. Others
exploit the characteristics of the human visual system in the
watermarking process [8]. Watermarking technologies have
evolved very quickly in recent years, as the demand through
secure transmission channels is high. Applications of image
watermarking are rapidly developing and among them
security applications for smart cards. The major
methodological advances were done in the 2000s [9].
A smart card often comprises a picture of the holder

embedded on a plastic support, a text, a chip, and an
interface to communicate with the outside world. Smart
cards can be secured with a number of techniques. Some
involve adding a physical security device to the object body
such as holograms or bare codes. However, among all the
innovative solutions available, watermarking appears to be
one of the most attractive solutions due to its invisibility.
The watermark may contain information regarding the
validity of the document, the permissions attached to the
document, or an indication of the document owner's identity.
As a result, anyone unlawfully claiming to be its owner can
be exposed.
This work is motivated by an industrial application of
security checking for smart cards documents using
watermarking. The ID image is watermarked, printed on the
document and scanned in a second step by security services
to assess the validity of the document. The so called printand-scan attack occurs when the image is printed on the card
and is scanned. Additional attacks like durability and other
attacks are also present. Increasing the robustness to printand-scan attack has concentrated most of research efforts
because this attack is often the strongest one and is always
present [10]. The print-and-scan attack includes global and
local distortions such as geometrical attacks (rotation,
translation, and cropping), and pixel value distortions (blur,
noise and color distortions). After geometrical attacks, the
synchronization between the extracted watermark and the
embedded watermark is lost. Several synchronization
schemes have been designed. The main ones are an
exhaustive random search over the space containing the set
of acceptable attack parameters [11], and embedding a
template to estimate the affine geometric attacks in the
image [12]. Even if these techniques are efficient, the
Fourier based watermarking is often chosen due to its
translation invariance and rotation property [4, 13]. It is easy
to implement and does not need any additional embedded
synchronization. The original Fourier watermarking consists
in embedding the watermark in a circular way between two
radii in the FFT magnitude [4] or along a single circle of
optimal radius [13].
Concerning pixel value distortions, the print-and-scan
process can be modeled by a linear filter plus an additive
white Gaussian noise independent of the image. The filter
attenuates the high-frequency components of the data.
Enhancement filters such as unsharp filter and blind
deconvolution were proposed in [14, 15]. The main
difficulty is to design filters that are efficient. In our
application scenario, the print-and-scan channel is known. A
Wiener filter is an interesting alternative [16] as the impulse
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response and the signal to noise ratio of the print-and-scan
channel can be assessed. Another possible improvement
when the channel is known would be to correct color
distortions that occur during the print-and-scan process.
This paper concerns the development of a robust Fourier
watermarking method for ID images printed and scanned on
a smart card plastic support. For the targeted industrial
application, the print-and-scan channel is known because the
card is produced by authorities with a given printer and
digitized with a known scanner. The industrial constraint are
as follows: the watermark is to be invisible, the error rate
must be lower than 1%, and the watermark detection should
be fast and simple for the user. The Fourier watermarking
will be chosen because it is naturally adapted in the case of
global geometric attacks occurring during the print-and-scan
process [4, 13]. The Fourier domain has been proved for a
long time to be the best space for the smart card application
[10]. In recent years, different improvements have been
proposed in the watermarking field [17-21]. Very little
concerns our application problematic [10, 13]. Recent
studies [3, 9] are multi-bits watermarking then not compliant
with the application constraints. The involved techniques are
also reputed to suffer from implementation issues [20] and
additional computational costs [18-19], then not in line with
our industrial constraints.
Two improvements will be developed to face the
industrial challenge. The first concerns the reduction of
image blurring. A Wiener filter will be proposed by taking
into account the impulse response of the system and the
noise variance that will be assessed on the print-and-scan
channel. Wiener filter will be compared to unsharp filtering
and blind deconvolution. The second counterattack consists
in correcting color distortions using the estimated color
transfer function. The efficiency of the method will be
compared in the case of print-and-scan attacks occurring in
the targeted industrial application. Finally, a series of
degradations will be simulated to test the effects of
durability and additional attacks of the proposed method.
The organization of the paper is the following: section II
presents the method. Results are shown and discussed in
section III. Finally the paper is concluded in section IV.
II. METHOD
In this work, the watermarking process of a colored ID
image on a plastic support document is the following. The
watermark is first embedded in the ID digital image and the
image is printed on the plastic card document. When a given
document is to be checked, (it could be a true or a false
document), the ID image printed on the card is scanned and
a decision is taken. Knowing the scanned image and the
watermark, the binary decision is watermark present or
watermark not present [10].

Figure 1. ID image watermarking process in the context of smart cards
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As shown in Figure 1, the watermarked image is subject
to print-and-scan attacks, to card durability attacks (attacks
of the card during its lifetime). Additional attacks after
scanning the image such noise related to the transmission
channel or intentional attacks can also be present. All these
attacks can lead to wrong decisions.
The print-and-scan attack includes pixel value distortions
as well as global geometric attack (rotation and translation).
Fourier watermarking was chosen, as it is naturally adapted
to global geometric attack. In this section, Fourier
watermarking will be first presented. Various attacks will be
described, and finally the two counterattacks will be
proposed.
A. Fourier watermarking
1) Watermark embedding
Fourier watermarking consists in embedding a watermark
in the FFT magnitude of the image while the phase is not
modified. Translation does not affect the FFT magnitude.
Rotation in the spatial domain causes rotation of the Fourier
domain by the same angle [12]. To be resistant to rotation, a
circular watermark W (a pseudo-random sequence of L
binary elements) is inserted between two radii in a
redundant way [4]. Another solution consists in embedding
the mark along one circle of optimal radius [13]. The one
circle strategy is chosen here because of its simplicity and
efficiency.
The watermark W is inserted along a unique circle of
radius r in an additive way by using the following equation:
(1)
M W ( x, y )  M 0 ( x, y )    W ( x, y ),
where M W is the watermarked FFT magnitude, M 0 is the
original one, α is the strength parameter, and x and y are
image coordinates in the frequency domain. For colored
images, only the luminance is watermarked (chrominance
components are not modified). Finally, the watermarked
image is reconstructed by applying the inverse FFT to the
watermarked magnitude and to the unmodified phase to
obtain the luminance of the watermarked image, from which
the colored image is recovered using the unmodified
chrominance components.
The parameters that influence the quality of the
watermarked image are the radius r, and the watermarking
strength α. The choice of these parameters should be based
on a quality indicator [13].
In many watermarking applications, the peak signal-tonoise ratio (PSNR) is used to evaluate the quality of the
method [13] and is defined as:
 2552 
(2)
PSNR[ dB ]  log10 
,
 MSE 
where MSE is the mean squared error between the original
and the watermarked image.
PSNR values above 40dB indicate invisible degradation.
Values below 30dB indicate high degradation [22]. For
these reasons, a PSNR of 40dB was chosen here to
watermark ID images, as it is mandatory that the watermark
be invisible. It should be noted that other quality metrics
[23] are often pointed out as more relevant than PSNR, the
weighted peak signal-to-noise ratio (WPSNR) and the
Structural Similarity Index Measure (SSIM) being the most
popular ones. They often require too complex computations
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for applications [24], and some limitations of these metrics
for watermarking applications were also recently pointed out
[25]. Moreover, in the proposed scheme, the watermark is
spread over all the pixels of the image without taking into
account psycho visual aspects, all of these justifying the
PSNR indicator.
In the embedding process, an optimal radius r 0 was
defined as in [13] and is estimated as follows: for a given α,
the optimal radius corresponds to the maximal value of the
PSNR resulting from an iterative search in a medium
frequency interval. After this step, the implementation
radius r being fixed to the previously found value r 0 , the
strength factor α is varied such that the targeted PSNR is
reached. The optimal radius r 0 and the α are defined and the
desired PSNR is reached. A simpler strategy is preferred
here to deal with the required industrial constraints. The
optimal radius for each image of a large set of ID images is
first calculated. r 0 , the mean of these optimal radiuses is
estimated. The radius r 0 is taken to watermark any other
image. r 0 being chosen, α was determined such that the final
PSNR of 40dB is reached. The general scheme is shown in
Figure 2.
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Figure 3. Block diagram of the detection process using the Fourier
transform

The threshold t results from the following analysis. It
requires the use of a theoretical model of the false positive
behavior of the watermarking system. Assuming that the
vector extracted from non-watermarked images is drawn
from a radially symmetric distribution, the probability of
false positive is as follows [26]:


Pf {C  t} 

cos 1 ( t )

0

2

 /2

0

sin L1 (u )du

sin L 1 (u )du

,

(4)

where Pf is the probability of false positive detection for a
given threshold t, C is the correlation coefficient value and L
is the watermark vector dimension.
When the detection measure is the maximum of the crosscorrelation value, this formula has been adapted in [27], as:
(5)
Pf {Cmax  t}  min(1, 2  K  Pf {C  t}),
where C max is the maximum of the normalized crosscorrelation obtained from the decoder on non-watermarked
images, K represent the half length of the angular region
where the maximum of the cross-correlation is searched.
Figure 2. Block diagram of the embedding process using the Fourier
transform

2) Watermark detection
Blind watermark detection is performed using the scanned
image, the watermark W and the radius r 0 . The FFT is first
applied to the luminance image.
The FFT magnitude coefficients denoted M are extracted
along the circle of radius r 0 . The normalized crosscorrelation is computed between the watermark W and M.
During the print-and-scan process, rotation can occur. The
maximum of the normalized cross-correlation C max with
respect to the rotation angle j is to be found:
 L1

  (W (i )  W )( M (i  j )  M ) 
(3)
,
Cmax  max  Li10
L 1
 K  jK
 (W (i )  W ) 2 ( M (i )  M ) 2 


 
i 0
i 0
where L is the size of W and M, [-K, K] is the angular region
where the maximum of the normalized cross-correlation is
searched, W and M are the mean of the watermark and the
mean of extracted coefficients, respectively. The watermark
is present if the maximum value of the normalized crosscorrelation exceeds a predefined threshold t, otherwise the
watermark is not present, providing a binary decision.
Figure 3 shows the principle of the detection process.

B. Card attacks
These attacks are the print-and-scan attack, the card
durability attacks, and finally additional attacks.
1) Print-and-scan attacks
These attacks appear during both the printing and the
scanning operations. In [28], Lin et al. separated the
distortions of the print-and-scan process into two categories:
pixel value distortions and geometric distortions due to the
card placement in the scanner, for example. Geometric
distortions are avoided by the chosen watermarking
technique.
For pixel value distortions, several models were proposed
in the literature [5, 29]. The print-and-scan model can be
divided into two blocks: a low pass linear filter plus an
additive noise on one hand, and color distortions, on the
other hand.
For the first block, let I 0 be the original image. The output
image (printed and scanned) I is given by:
(6)
I  h  I 0  n,
where h is the impulse response of both the printer and
scanner, the symbol * stands for the convolution product,
and n is a zero-mean white Gaussian noise of unknown
variance and independent of the image.
Color distortions can be modeled as a nonlinear function
between the input and output color level in a given color
space.
25
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2) Card durability attacks
Most ID card personalization features such as photos,
text, logos, or bar code are regularly exposed to a variety of
potentially destructive elements that can degrade printed
images. Essentially, secure documents must not be altered
through the ID document lifetime, which can be up to 10
years. ID documents also promote the image of the issuing
authority and it is important that the document does not need
to be reissued before its expected expiry date. There are
many kinds of durability attacks such as color fading, dust,
and scratches. All these attacks appear during the
authentication of the ID card and may prevent detection of
the watermark.
In [30], a series of attacks was established to simulate
these aggressions and attest to the robustness of the card.
The author divided the card durability attack in two
categories: mechanical and photometrical.
The first mechanical degradation of card durability is the
number of times the card is inserted into a reader. This can
result in persistent bending or flexing of the card, leading to
the characteristic "barrel" shape. The barrel distortion model
is described by the following equation:
(7)
ad  au (1  k  au2 ),
where a d and a u are radial distances in the distorted and in
the undistorted image respectively, and k is the distortion
parameter.
The card and ID image will also suffer from dust,
scratches, or shocks due to the non-protected use of the card.
This kind of attack can be simulated by:
 Adding an impulse noise to simulate dust;
 Adding lines randomly in the image to simulate
scratches. It is not possible to simulate all the
dimensions, sizes, and orientations of image scratches.
That is why various vertical/horizontal lines will be
drawn randomly on the image in order to simulate this
kind of deterioration;
 Removing random parts from the images to simulate
shocks. A square of N×N pixels will be removed in the
image. This will be performed with different sizes and
at different geometrical positions.
Color fading occurs when the card is exposed to sunlight
for a long time. This degradation consists in a loss of color
density, which introduces a decrease in saturation of ID
images. This degradation can be delayed by different means
(e.g. film UV protection on the image), but there will always
be a color change. The simulation of color fading consists in
converting the image from RGB (Red Green Blue) to Hue
Saturation Intensity color space, then decreasing the
saturation value, and converting the image back to the RGB
color space.
3) Additional attacks
Images can be subject to additional attacks that take place
between the scan and the decision (see Figure 1). These
attacks can be unintentional attacks such as JPEG
compression, or additive Gaussian noise. They occur for
example if the image has to be transmitted through a
channel before decision. Some can be malicious attacks such
as the overmarking. The latter consists in embedding
another watermark in the scanned images. Other attacks also
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exist but only the above-mentioned ones will be evaluated in
this work.
C. Counterattacks
The best defense regarding these attacks is to correct their
effects before the detection stage. These preventive defenses
are called counterattacks. The print-and-scan attack is often
the most aggressive one and is always present. Other attacks
are difficult to correct preventively since they are not always
present. In this work, a print-and-scan counterattack is
proposed, which involves reducing the blur effects and
correcting color variations.
In [15] an unsharp filter was used before the watermark
detection to correct the blur that occurs during the print-andscan attack. In [14], degraded images were enhanced using
unsharp, Laplacian and blind deconvolution filters. Here, the
Wiener filter can also be tested. The Wiener filter is
expressed in the frequency domain by:
H
(8)
Fˆ  F
,
1

H H
SNR
H represents the Fourier transform of h, the impulse
response of the system. H* is the complex conjugate of H, F
and Fˆ are the Fourier transforms of the degraded and
corrected images, respectively. The SNR (signal to noise
ratio) is equal to P/P n , with P n and P the power of the noise
n and the power of the image, respectively.
The second step of the counterattack consists in a color
correction. The color correction process chosen here is
presented in Figure 4, where RGB are original color values,
R’G’B’ are color values after print-and-scan and R*G*B*
are the color values of the corrected image. The 1D look up
tables (LUT) in Figure 4 are the inverse of the color
responses of the system for R, G and B, respectively.

Figure 4. Color distortions produced during the print-and scan process and
the proposed color correction

For the industrial application studied in this paper, the
print-and-scan channel is known. Indeed, secure ID
documents are printed and scanned only by authorized
secure system. As results, parameters used in the Wiener
filter, h and the noise variance can be measured. The look up
tables used for color correction also can be assessed.
III. RESULTS
Experiments were carried out on colored ID images
extracted from the Psychological Image Collection at
Stirling. Images were scaled to 512×512 pixels, and printed
on a plastic card support with a surface of 86×54mm2 and a
thickness of 0.76 mm. The industrial print-and-scan
prototype was composed of a card printer Fargo Persona
C25 with a printing resolution of 300dpi. The size of the
printed image on the plastic card was 20×20 mm2. The
scanner was an HP ScanJet with 300dpi. Scanned images
were resized to 512×512 pixels. Figure 5, shows a picture
extracted from the database before and after the print-andscan operation.
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Figure 6. Estimated PSF (a) and zoom (b)
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Figure 5. Sample from the database before (a) and after (b) the print-andscan process

Degradations due to the print-and-scan are clearly visible
and must be corrected to enhance the watermarking
performances.
The first part of this section concerns preliminary results.
The parameters of the Fourier watermarking will be chosen.
Then, the PSF (Point Spread Function, or impulse response),
the noise variance and the color transfer function of the
print-and-scan channel will be estimated from the
experimental bench described above.
The second part of the Results section concerns the
comparison of the various deblurring methods facing the
print-and-scan attacks, the best method will be chosen. The
effects of the color correction will be analyzed later.
Finally, additional results concerning the card durability and
additional attacks will be shown.
A. Preliminary results
1) Design of the Fourier watermarking method
A set of 100 ID images was extracted from the
Psychological Image Collection at Stirling database. The
optimal radius, i.e. which maximizes the PSNR, was
searched in the interval [60; 80] for each image. The mean
of these radii was calculated and was found to be 64. This
value is therefore the constant radius r 0 that will be chosen
for every other image. The watermark size is fixed at 180
elements and the strength factor α is chosen for each image
such that the PSNR is 40dB (see Figure 2). It was
experimentally observed that the angle of rotation that
occurs during the print-scan attack are between ±10 degrees.
It corresponds to K = 10 (see Equation (3) and (5)).
2) Estimation of the PSF
The PSF takes into account diffractions and aberrations of
the optical system in measurement conditions. The PSF was
assessed by estimating the cross correlation of a white noise
input image with that of the same image printed and
scanned. Cross correlation is one of the most commonly
used methods to estimate the impulse response of systems
such as a wireless communication channel for example [31].
Let N in be the M × M array of the original noise and N out
be array obtained after the print-scan process. The estimated
PSF is the cross correlation between the output N in and the
input N out :
M i1 M  j1
1
hˆ(i, j) 
  Nin (m, n)Nout (m  i, n  j). (9)
(M  i)(M  j) m0 n0

(b)

3) Estimation of the noise variance
As described in [32], two sources of noise are usually
considered in image acquisition. The first one corresponds
to the stochastic nature of the photon-counting process in the
detector. The second corresponds to the intrinsic thermal
and electronic fluctuations of the acquisition device. The
second source of noise, which is independent for each pixel
and independent of the signal intensity, is stronger than the
first one. This motivates the usual additive white Gaussian
noise (AWGN) assumption.
To determine the noise in the print-and-scan channel, it is
assumed to be an AWGN independent from the image.
Several methods are proposed in the literature to estimate
the noise variance [33]. In this work, 256 images with
uniform gray levels varying from zero to 255 were printed
and scanned. Image variance was computed for each gray
level image. The noise variance of the print-and-scan
channel is the mean of all gray levels variance of the 256
uniform images and is equal to 2.13.
4) Inverse color transfer function estimation
This color transfer function is converting the color levels
of an original pixel to the color levels of the printed and
scanned pixel. This transfer function includes gamma
correction, contrast variation and color distortions. To
compute the color transfer function, 256 colors were chosen
to be representative of the colors in ID images, especially
skin and hair colors. A total of 256 rectangular regions with
the 256 chosen color levels were printed and scanned as
shown in Figure 7.

(a)
(b)
Figure 7. Color template before (a) and after (b) print-and-scan

After scanning, the mean of each region of color
components in the RGB color space was computed. Finally,
the inverse transfer function of the RGB components was
estimated using a 4-order polynomial curve and is shown in
Figure 8. It is also the 1D LUT presented in Figure 4.

The final estimation of the PSF is the average over 10 such
experiments. Results are shown in Figure 6.
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B. Results: print-and-scan attack
A set of 400 ID images was extracted from the
Psychological Image Collection at Stirling database. The
same set of 400 images was watermarked. This set of 800
ID images were printed and scanned using the experimental
bench. The maximum of the normalized cross-correlations
of the 800 ID images are computed. The histograms are
shown in Figure 9 before and after the print-and-scan attack
for watermarked and non-watermarked images.
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Figure 10. Normalized cross-correlation for the three deblurring methods
(Wiener (a), Blind (b) and Unsharp (c))
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Figure 9. Normalized cross-correlation before (a) and after (b) the printand-scan process (PS)

It appears that the print-and-scan operation has little
influence on the histogram of the maximum of the crosscorrelation of non-watermarked images. At the opposite, it
has a significant impact on that of the maximum of crosscorrelation for watermarked images, which moves left side
and spread. As a result, the histograms of watermarked and
non watermarked printed and scanned images now overlap.
Therefore, wrong decisions will occur. It is expected that the
proposed counterattacks will reduce the occurrence of the
errors.
Wiener filter, unsharp filter and blind deconvolution were
applied to the printed and scanned images, and the same test
was run. The estimated PSF is used as initialization of the
blind deconvolution. Results are shown in Figure 10. The
comparison of Figure 9 and Figure 10 clearly show that the
three deblurring methods improves the watermark detection
as the overlap between the histogram of watermarked and
non watermarked images is reduced. To better analyze the
results, ROC curves are presented in Figure 11. ROC curves
show that the Wiener filter is the most efficient one when
compared to unsharp filter [15] or blind deconvolution [14].
The Wiener filter is therefore chosen.

Probability of true positive detection
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1
0.8
0.6
0.4
PS
PS + Wiener
PS + Blind
PS + Unsharp

0.2
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10

10

Probability of false positive detection

Figure 11. Comparison of ROC curves before and after blur corrections

The second step of the proposed counterattack consists in
a color correction. A color corrected image is shown in
Figure 12. Results are of high quality especially in the hair
and skin regions. Figure 13 presents the ROC curves where
the color correction was included.

(a)

(b)

(c)
Figure 12. Results of color correction, original image (a), printed/scanned
image (b) and Color-corrected (c)
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Figure 13. Comparison of ROC curves before and after the counterattack

It is seen that the blur correction alone has more effects
than the color correction alone. When they are combined,
results are of high quality. The total errors are to be
estimated. For the application considered here, the total
error rate must be lower than 1%. For that reason, a false
positive error of 10-4 was chosen. It corresponds to a
detection threshold t = 0.323 (see Equation (5)). The false
negative error is of 0.75% when the Wiener filter and color
correction are combined. The total error is of 0.76%. It is
lower than the 1% that was required. These results lead to
the final structure of the robust watermarking. The onecircle Fourier watermarking is chosen with r 0 = 64, the
PSNR is 40dB, and the counterattacks are composed of a
Wiener filter associated to a color correction as described
above. Figure 14 shows the defined method for which the
watermark is invisible and the error rate is lower than 1%
for ID images printed on a smart card plastic supports.

Figure 14. Robust watermarking process in the context of ID images on
plastic cards supports

C. Additional results: card durability attacks
The robustness of the proposed method to card durability
attacks was assessed. Some of the durability attacks
employed in the present study were very strong, as shown in
Figure 15. Adding 16 random lines to the images, (Fig.15-c)
corresponds to a deterioration, which is not acceptable for
the ID document. In this case, the ID document must be
reissued. The aim of these tests was to reach the limit of the
proposed method against extreme card usage conditions.
The results are listed in Table I. First, no counterattack is
present, and in a second step, the counterattacks (Wiener
filter + color corrections) are used. Results are given in term
of the detection rate.
It can be seen that, in general, card durability attacks have
severe effects. Counterattacks increase the detection rate.
The proposed method is very sensitive to noise.

(c)
(d)
Figure 15. Example of card durability attacks applied after print-and scan
process, image before attacks (a), impulse noise (b), 16 lines added (c), 5%
removed from the image (d)

TABLE I. DETECTION RATE AFTER CARD DURABILITY ATTACKS
Bending
k = 0.01
k = 0.03
k = 0.05
No counterattack
87.25%
86.12%
81.5%
With counterattacks
98.25%
96.87%
91.87%
Impulse noise
1%
2%
No counterattack
79.25% (80.87%)
76.37% (80.62%)
With counterattacks
74.87% (97.75%)
72.12% (96.12%)
Lines added
2
4
8
16
No counterattack
88.25%
87.87% 84.37% 81.25%
With counterattacks
98.5%
96.87% 89.87% 87.62%
Part removed from image
1%
3%
5%
No counterattack
87.5%
86.87%
82.5%
With counterattacks
98.87%
98.25%
97.62%
Color fading
20%
50%
80%
100%
No counterattack
88.5%
87.12% 85.25%
83%
With counterattacks
99.15%
98.75% 95.25% 90.37%

This can be explained by the fact that image
deconvolution increases the high frequencies corresponding
to noise. A median filter applied before the watermark
detection improves the detection rates as shown in the
results between brackets in Table I.
Additional attacks (JPEG compression, noise and the
overmarking) were also studied and results are reported in
Table II. The same conclusions as previously can be drawn.
TABLE II. DETECTION RATE AFTER ADDITIONAL ATTACKS
JEPG compression
80
60
40
No counterattack
85.37% 84.37% 75.62%
With counterattacks
98.62% 97.37% 90.12%
AGWN
σ=3
σ=5
σ=7
No counterattack
87%
84.62% 82.12%
With counterattacks
98.25%
90%
81.12%
Overmarking
40dB
35dB
30dB
No counterattack
86.5%
84%
82.75%
With counterattacks
97.75% 90.37% 82.12%
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An indication of the calculation time can be given. The
whole Fourier based detection scheme including corrections
takes less than one second using an ordinary laptop
computer. The computational cost of the proposed method is
acceptable for the use in the given industrial context.
IV. CONCLUSION
This paper has proposed a robust Fourier watermarking
for ID images on smart plastic card supports. It consists of
combining Fourier watermarking with a Wiener filter
followed by a color correction. These counterattacks are
applied to images before watermark detection. Results on
400 ID images show that the proposed method is robust,
simple and fast. It reaches the targeted industrial objectives,
i.e. an invisible mark, an error rate lower than 1% and fast.
Further work will concern the use of a psycho-visual mask
that could improve the quality of the detection. In addition,
in the near future, the print-cam attack will be considered.
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